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USING SURVEILLANCE TO DELIVER PROACTIVE SECURITY
Video surveillance is a critical part of any integrated
security programme. Using surveillance technology
correctly will empower your teams to deliver
proactive, intelligent security.
MODERN VIDEO SURVEILLANCE
TECHNOLOGY SHOULD INCLUDE…

NEXT-GEN
VIDEO ANALYTICS

UNUSUAL
ACTIVITY/MOTION
DETECTION

POWER OF
AI AND
ANALYTICS
COVID-19
RESPONSE

FACIAL
RECOGNITION

LICENSE PLATE
RECOGNITION

THIS GUIDE WILL:
■

Help you understand what to look for in any new video surveillance project

■

Explain why any initiative should form part of an integrated security programme

LEADING TO …

MEANING …

✔ Potential incident identification

✔ Security Cost Savings

✔ COVID breach identification

✔ Proactive Security Delivery

✔ False Alarm Reduction

✔ Closer Security / Business Relationships

✔ Significant Time/Cost Saving

✔ Security Resource Optimisation

✔ A Better Performing Control Room

✔ Security Risk Reduction

✔ Empowered Security Officers

✔ A Safer Working Environment

✔ Better Compliance

✔ Reduced Fines

APPEARANCE
SEARCH
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INTELLIGENT AND PROACTIVE SURVEILLANCE
Your Challenge
An abundance of information and data far outweighs the ability to process
and analyse information on our own. Security teams watching hours of video
from multiple camera feeds over the course of a day poses a real risk of critical
events being missed.
The more data that needs to be consumed, analysed, evaluated, and
investigated, the more challenging it is for security operators to determine what
matters most and be as effective and efficient as possible. An operator should
be monitoring for no longer than 30 minutes before a break to ensure that
concentration is maintained. In addition, over a five minute period, an operator
can only monitor 5 - 50 cameras manually, depending on the event.
The Solution
Artificial Intelligence, or AI, powering video analytics can help increase the
productivity of security personnel and enable effective monitoring of events to
facilitate proactive, real-time responses.

The Results
The control room benefit from real time
information in a consumable way–removing
boredom, noise and clutter. We’re all about the
supply of the right information with the right
criticality at the right time.
This helps to boost productivity by allowing
teams to efficiently allocate resources by
spending less time watching live and recorded
video and use human reasoning to determine the
best course of action to drive a more effective
and timely response.

At G4S, we provide sound advice on the most appropriate surveillance solution
from our pool of partners to suit your operating environment and budget.
We are committed to assisting security operators in detecting potentially critical
events as they occur. Given our network of security personnel and technology
deployment references, we are ideally placed to become a trusted partner.
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INTRODUCING INTELLIGENT VIDEO SURVEILLANCE
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WHAT WE MONITOR
1

Unusual Activity
Modern surveillance technology uses intelligence to
proactively highlight atypical speed and location of
people and vehicles detected on camera, which may
be indicative of a critical event.

6 Dual Access Credentials
Cameras, with facial recognition software, can
provide a second check on areas requiring dual
badging, providing quicker and safer validated access
then using other technologies such as keypads

11 Temperature Screening
Thermal cameras provide the option to record
temperature levels at point of ingress in order
to identify potential virus symptoms and take
corrective action where appropriate.

2

Construction Areas and Outdoor Spaces
Temporary surveillance towers can be supplied
which are free standing, non intrusive and provide
an ideal way of delivering 24 * 7 surveillance to your
construction site or outdoor space.

12 Perimeter Detection
Surveillance perimeter detection technologies
integrate with existing CCTV and control room
technology to provide real time alerting, surveillance
and response to your facility perimeter.

3

Suspicious Number Plates
Surveillance technology provides the ability to read
and search license plate information from vehicles,
matching them to a managed watch list of license
plates for alerting and forensic investigation.

7 Historic Footage
Surveillance technology enables an operator to start
a search for both people and vehicles of interest
based on one instance in recorded video. Complete
a motion, thumbnail, alarm or identity search, or
scan across the timeline to find the person or
vehicle of interest.

4

5

Unusual Motion
Surveillance technology automatically learns what a
typical camera scene looks like across different time
periods and flags atypical movement that deviates
from that learned norm for additional operator
attention
Fire Detection
Cameras with analytics can be used to spot fires in
their early stages, providing valuable backup to the
fire system, ensuring that fires are identified and
suppressed before they take hold

8 PPE Policy Adherence
Enforce compliance with your PPE policy by
using analytics to accurately detect objects in the
camera’s field of view, classify them as humans and
determine whether the subject is not wearing a
mask – allowing the operator to take immediate
corrective action.
9 Frictionless Access
Cameras, with facial recognition software, can
provide frictionless access to areas, increasing
throughput in busy areas as well as providing a
healthier environment

13 Social Distancing Enforcement
Enforce Social Distancing once inside your facility
by using embedded analytics that monitor when
the distance between two or more individuals falls
under the recommended threshold and for how
long.
14 Persons of Interest
Surveillance technology proactively monitors known
offenders whose images have been previously
added to the facility’s watchlist and alert the
operator when they are detected the next time
they return to the site.

10 Occupancy Levels
Surveillance technology provides an option to
monitor premises occupancy levels in real time,
allowing you to take corrective action when
occupancy levels reach a level where social
distancing becomes impossible.
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HOW WE FACILITATE
SURVEILLANCE
The human attention span is finite
and yet, there is an imbalance. Video
today is proliferating across the world,
keeping pace with evolving technology
and creating an overwhelming amount
of information available. As a result,
video has outpaced a human’s capacity
to monitor it. This includes watching
live security footage for an entire shift,
posing a grave risk to a critical event
going unnoticed.
An operator can only work for 20 - 30
minutes before needing a break and
studies have shown that, even during this
time, important events can be missed.

MULTIPLE SCREENS
■

■

Operators trying to digest real
time information
Hours of footage stored with
information difficult to access

SINGLE SCREEN
■

■

Automatic suspicious activity
alerts
Advanced footage search
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WHAT SHOULD MODERN VIDEO SURVEILLANCE DO?

✔ Make unusual events easy to spot
✔ Reduce the burden on the
control room operator
✔ Facilitate verification of alarms
and events

✔ Facilitate the following of
suspicious individuals or groups
✔ Provide evidence for a
prosecution or defence
✔ Enforce Health & Safety policies

✔ Facilitate dual credentials

✔ Assist with car park management

✔ Provide ‘eyes’ on multiple
buildings and sites simultaneously

✔ Secure perimeters

✔ Help to secure temporary and
construction sites cost effectively

✔ Provide easy means of finding
specific footage
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ANALYTICS AT THE CORE
Modern video surveillance should make continuous monitoring of
live video obsolete and make recorded video as searchable as the
internet. The technology supports your control room by using
advanced video analytics at the edge for enhanced object detection,
tracking and unusual event detection.
The technology should enable operators to see at-a-glance what
is happening across an entire site through a centralised view. Live
monitoring should be augmented with alert-based functionality that
includes Facial Recognition and License Plate Recognition technology to
accelerate the identification of people and license plates of interest for
quicker, decisive responses, along with COVID-19 response technology
to help you effectively monitor for violations of health and safety
protocols and manage compliance during a pandemic.
Finally, appearance search technology should allow operators to search
through recorded video easily to find a person or vehicle of interest
within seconds, much like how we operate internet search engines
today.
Video analytics combined with Artificial Intelligence (AI) will continue
to evolve in line with ongoing security challenges, including future
developments that will support more classifications, unusual object
activity and face applications to address the continuously dividing
imbalance between the human attention span and video technology.
Let's take a look at these functions in more detail …
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AUTO DETECT AND DISTINGUISH OBJECTS IN A SCENE
CHALLENGE
Operators today are tasked with live monitoring multiple
cameras at once. This can result in attention fatigue that can
lead to critical events being missed, such as recognizing theft,
vandalism, trespassing or loitering.
TECHNOLOGY
Next-Generation Video Analytics empower security teams to
focus efforts on what matters most by providing reliable object
detection, tracking and classification for monitoring indoor and
outdoor environments. It increases visibility with the capacity
to distinguish people and vehicles in a crowd, including those
that are partially obstructed, flag potentially critical events and
enable real-time responses.
YOUR OUTCOME
Respond faster with video analytics to provide insights on
potentially critical events with greater accuracy, reliability
and context, including perimeter protection and in crowded
environments. This allows security teams to live monitor more
efficiently and effectively.

Next-Generation Video Analytics bring enhanced object
detection, tracking and classification to live monitoring,
including the ability to detect up to 50 objects in a scene,
even if they are stationary.
Its expanded object classification goes beyond simply people
and vehicles to include distinguishing between cars, trucks,
buses, motorcycles and bicycles, helping to alert operators
with far greater context of potentially critical events
happening on-site.
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REVEAL SECURITY EVENTS THAT MAY GO UNNOTICED
CHALLENGE
Certain events are immediately apparent as a potential security threat
and require operator investigation, such as a group of people loitering or
an individual entering a secure area. However, there are other events that
cannot be anticipated but equally require attention, such as a car driving
on a sidewalk, or a trespasser scaling up the side of a building to the roof
and entering a restricted area.
TECHNOLOGY
Unusual Activity Detection (UAD) offers an object-aware solution that
highlights atypical speed and location of people and vehicles detected on
camera, which may be indicative of a critical event. Whereas, Unusual
Motion Detection (UMD) continuously learns what a typical camera
scene looks like across different time periods and flags atypical movement
that deviates from that learned norm for additional operator attention.
OUTCOME
Uncover events that may otherwise have been missed and bring a new
level of automation to video security systems. Operators can also quickly
review large amounts of footage by filtering the video management
software to only highlight when and where atypical events have occurred
for investigations, helping to reduce hours of work to mere minutes.
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EFFICIENTLY DETECT A PERSON OF INTEREST
CHALLENGE
An individual has been repeatedly caught vandalising property within
the site and has since been added to the facility’s watchlist after
causing costly damages and potentially risking the safety of employees.
TECHNOLOGY
Facial Recognition technology plays an assistive role in increasing
the effectiveness of physical security systems by using the cameras
across a site to watch for a known offender whose image has been
previously added to the facility’s watchlist and alerting the operator
when they are detected the next time they return to the site.
Embedded on analytic cameras, enabling facial recognition technology
to run across an entire site on general-purpose security cameras can
help increase the chance of detecting a person of interest. Certain
cameras accurately detect faces to identify potential matches against a
pre-configured face watch list(s).

Accelerate response times using AI-powered facial
recognition technology to detect people of interest
based on one or more secure watch lists. Cameras
licensed for facial recognition seek to identify potential
matches based on user-identified watch lists. Once a
match is found, the user is alerted through a simple
interface or through an alarm.

OUTCOME
Facilities are equipped with an incredibly powerful tool that enables
operators to achieve greater efficiency in detecting known offenders,
quickly attending to the scene to escort the individual, and ensuring
they are kept off premises to ensure the safety and security of their
assets and people.
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QUICKLY SEARCH THROUGH HOURS OF
RECORDED FOOTAGE

CHALLENGE
An individual is spotted in a restricted area on premise, where only
staff are permitted. Eye witnesses have spotted this individual and
tipped off to security personnel that the offender is an adult male,
with blonde hair, wearing blue jeans and a red shirt.
TECHNOLOGY
Start a search for both people and vehicles of interest based on
one instance in recorded video. Complete a motion, thumbnail,
alarm or identity search, or scan across the timeline to find the
person or vehicle of interest. The security operator should be able
to initiate the search for this known individual based on physical
descriptions, such as clothing colour, gender, and age categorisation.
OUTCOME
The security team is able to quickly identify the individual and
escort them off the restricted area, ensuring that everyone within
the premise is kept safe and minimizing a potentially critical event.

An AI-enabled search engine for video makes searching through
recorded video infinitely simpler.
Sort through hours of video with ease to quickly locate a specific
person or vehicle of interest and enable your security team to be
more efficient by improving their response times.
It also allows operators to better enhance forensic investigations
by helping them compile robust video evidence, create a powerful
narrative of events, and reveal a vehicle or individual’s route or lastknown location.
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DETECT AND SEARCH FOR SUSPICIOUS LICENSE PLATE DATA
CHALLENGE
Facilities need to reliably and accurately capture footage
of license plates off a vehicle travelling at typical speeds,
often from a range of distances and under a wide variety
of lighting conditions, when looking for stolen vehicles or
vehicles belonging to persons of interest.
TECHNOLOGY
License Plate Recognition analytics recognise license plate
data with high accuracy. The ability to read and search
license plate information from vehicles enables matching
them to a managed watch list of license plates for alerting
and forensic investigation. Modern surveillance should
allow the capturing of license plates from vehicles travelling
at typical speeds and from a range of distances, even in
challenging lighting conditions.
OUTCOME
Security teams can reduce forensic efforts with the ability
to search video records by known license plate data,
enabling quicker response times. Live monitoring of vehicles
increases situational awareness with automated alerts
resulting from matches against a license plate watch list

LPR analytics automatically read license plate
information from vehicles, linking it to live and
recorded video. This enables security operators
to detect the presence of vehicles of interest in
real-time or search, using full or partial numbers,
and quickly find specific captured license plate
video for further verification and investigation.

GUIDE TO VIDEO SURVEILLANCE | PAGE 13 OF 35

DETECT AND SEARCH FOR LICENSE PLATE DATA TO ASSIST CAR PARK MANAGEMENT
CHALLENGE
Facilities need to reliably and accurately capture footage of
license plates off a vehicle travelling at typical speeds, often
under a wide variety of lighting conditions, which then
need to be matched against a database to assess whether a
vehicle should be admitted to a car park.
TECHNOLOGY

LPR analytics automatically read license
plate information from vehicles, linking it to
live and recorded video. This enables security
operators to detect the presence of vehicles
of interest in real-time or search, using full
or partial numbers, and quickly find specific
captured license plate video for further
action.

License Plate Recognition analytics recognise license plate
data with high accuracy. The ability to read and search
license plate information from vehicles enables matching
them to a managed watch list of license plates for alerting
and access control into a car park. Modern surveillance
should allow the capturing of license plates from vehicles
travelling at typical speeds and from a range of distances,
even in challenging lighting conditions.
OUTCOME
Security teams can reduce the time needed to match a
licence plate accurately to a watchlist of approved cars for
access to a car park, perhaps also matching data to times
when access and exit is permitted.
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MANAGE THE HEALTH AND SAFETY OF STAFF AND CUSTOMERS DURING A PANDEMIC
CHALLENGE
Facilities are unable to determine whether staff and visitors are
adhering to health and safety protocols such as limiting occupancy
rates, social distancing, face mask compliance, and self-monitoring for
fever-like symptoms.
TECHNOLOGY
Occupancy Counting analytics register the number of people entering
and exiting a facility, providing a real-time count of net occupancy
to support social distancing measures. Enforce Social Distancing
once inside the facility with analytics that monitor when the distance
between two or more individuals falls under the recommended
threshold and for how long. Supplemental measures include personal
protective equipment, for which No Face Mask Detection analytics are
able to accurately detect objects in the camera’s field of view, classify
them as humans and determine whether the subject is not wearing a
mask. Elevated Temperature Detection analytics detect and alert for
indications of elevated body temperature by focusing on a face and
measuring the temperature of a person’s inner can thus (tear duct)
region. Surveillance technology should be optimised to detect faces,
ignoring irrelevant temperature signatures from surrounding sources
and provide a low friction, contactless alternative to traditional body
temperature screening methods.
OUTCOME
Confidently manage and address the health and safety of your facility
and the people within them using technologies that work in concert to
deliver greater intelligence and stronger detection capabilities.

COVID-19 video analytics technology is designed to
detect, report, and in some cases, alert on violations
of standard health and safety protocols using the edgebased intelligence onboard video analytics cameras. The
analytic data improves compliance and delivers actionable
information that increases visibility and awareness around
efforts to improve.
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CHOOSING THE RIGHT TECHNOLOGY

GUIDE TO VIDEO SURVEILLANCE | PAGE 16 OF 35

CHOOSING YOUR CAMERAS
The decision on which camera to choose is usually
based on what you want to monitor and where, as
well as technical considerations such as fps, resolution,
storage and bandwidth required.

We always look to start with a
discussion on what you are looking
to protect and from whom.

This then shapes a discussion on
the location for your surveillance
technology, the type of camera
and the underlying technology.

1 THE ENVIRONMENT

2 THE CAMERA

3 THE TECHNOLOGY

G4S Offer Cameras to Suit all
operating environments, including:

Based on your requirements, we’ll select from
our range of cameras, which include:

Based on your environment, and any current
systems or constraints, we’ll choose from

■

Indoor Spaces

■

Dome CCTV Cameras

■

Analogue or IP

■

Car parks

■

Mini Dome CCTV Cameras

■

Wired or Wireless IP Cameras

■

Fencelines and Perimeters

■

Fish Eye Cameras

■

Standard or HD

■

Bullet CCTV Cameras

■

C-Mount CCTV Cameras

■

PTZ Pan Tilt & Zoom Cameras

High and low lighting areas

■

Day/Night CCTV Cameras

Cameras pointing from dark into
bright light

■

Infrared/night vision CCTV Cameras
WDR Cameras

■

■

Your control room

Specialist LPR and analytics cameras

■

■

Our monitoring facility

■

A combination of both

■

■

■

■

Construction sites and outdoor
spaces
Directly applied onto personnel
(Bodyworn)

4 THE SURVEILLANCE

We’ll also discuss the surveillance and
monitoring which can be undertaken by
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CHOOSING YOUR CAMERAS
Based on your environment and objectives, we’ll choose from our range of cameras
DOME CCTV CAMERA

BULLET CCTV CAMERAS

Overview
A dome CCTV camera gets its name from
the dome-shaped casing that the camera sits
in. Whilst these are relatively discrete CCTV
cameras in appearance, this doesn’t stop them
from deterring criminals. This is because the dome casing makes
it really difficult for people to see which direction the camera is
pointing. This creates an air of uncertainty for potential thieves or
vandals approaching from all directions.

Overview
Bullet CCTV cameras have an iconic
design that is highly visible. They are
cylindrical in shape and are capable
of observing long distances. Bullet
cameras are most commonly placed outdoors so their casings are
made resistant to water, dust and dirt.
Main benefits
■

Highly visible so acts as a deterrent

■

Resistant to dirt in challenging environments

■

Provides surveillance over long distances

■

Casing also protects against glare and rain

Main benefits
■

Unobtrusive design

■

Suitable for indoor and outdoor use

■

■

Vandal resistant dome means it is harder to interfere with the
camera
360-degree rotation of the camera so you can cover all angles

Ideal uses
Popular in a retail environment because the design allows you to
monitor a wider angle at your premises. Many also consider this
option to be the best indoor CCTV camera as it can be placed on
a strategic point of the ceiling to cover all angles of the room.

Ideal uses
Bullet cameras can be used to good effect in a range of industries
such as manufacturing, property management and farming. They not
only record good quality pictures but also send out a message to
passers-by that your premises is under surveillance. That’s why they
have traditionally offered the best CCTV for outside operation.
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C-MOUNT CCTV CAMERAS

PTZ PAN TILT & ZOOM CAMERAS

Overview

Overview

C-Mount CCTV cameras are the
ideal option for those who may
wish to adapt the field of vision.
They are equipped with detachable
lenses that can be switched around
to monitor varying distances.
C-Mount cameras are typically
bulky so, like bullet cameras, act as a
visible deterrent to criminal activity.

With a PTZ (Pan Tilt & Zoom) camera, your
security team can have complete control on
what is recorded. At the touch of a button, the
camera lens can pan left and right, tilt up and
down or zoom in and out. It’s the ideal choice if
you have a security guard who is monitoring a
live video feed on site.
Main benefits
■

Main benefits
■

■

■

■

Special lenses can be fitted to the camera to extend its
range beyond 40 feet
Highly visible appearance that deters criminals
Rugged camera casing can be added to protect the
camera in cold environments
Weatherproof housing makes it ideal for outdoor use

Ideal uses
This is the ideal camera for observing a stretch of road on
the approach to your premises. It is therefore popular in the
utilities and logistics industries. Those operating in the food
and manufacturing industries may also elect for this option,
due to the camera’s reliability in extreme temperatures.

■

■

■

Optical zoom on these cameras means you can focus closely in on
subjects
Pan and tilt feature provides 360 degree field of vision
Image resolution is usually impeccable so facial features can be
distinguished
Security team have full control of recording and can react to live
situations

Ideal uses
This is the best CCTV camera for remote viewing. It is really popular
in large retail environments and is regarded as the best CCTV for
business premises that have a specific valuable object to protect. For
example, a museum could program the camera to pan to a particular
entry or exit point when it detects movement. So even when it is not
being controlled remotely, the camera can cover a much larger area
and do the same job of several static cameras.
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DAY/NIGHT CCTV CAMERAS

INFRARED/NIGHT VISION CCTV CAMERAS

Overview

Overview

These cameras have been built specifically to operate effectively,
regardless of how well lit their environment is. During both daytime and
night-time, they will record clear video images that will not be obscured
by differing light conditions. This is achieved through their extra sensitive
imaging chips.

As the name suggests, these cameras are designed to operate optimally
in pitch black conditions. They achieve this by using infrared technology.
Infrared models are more expensive than day/night cameras and those
opting for this option usually do so because night recording is vital to
the security of their business.

Main benefits

Main benefits

■

Clear recording in low light

■

■

They usually record in both colour and black and white

■

■

■

Can function despite glare, direct sunlight, reflections and poor
lighting
Casing protects the camera against the elements for outside
surveillance

Ideal uses
There are various CCTV camera types suited to outside use but the
extra sensitive imaging makes this one unique. It is therefore the ideal
CCTV system for business premises that require round the clock CCTV
monitoring in an outdoor environment with varying light conditions.

Infrared LEDs allow clear recording even in pitch black environments
An infrared cut filter activates in the daytime for clear images in
lighter conditions

■

Can capture images even in the presence of fog, dust or smoke

■

Records colour imagery in the daytime and black and white at night

Ideal uses
This is the best CCTV camera for night vision functionality. It’s therefore
the ideal choice for those who need ultra-reliable recording in complete
darkness. For example, banks, farms and manufacturing plants.
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CHOOSING THE RIGHT TECHNOLOGY
We’ll select the right underlying technology based on your infrastructure and environment.
ANALOGUE OR IP?

WIRED OR WIRELESS?

Both CCTV systems and IP systems transmit video to the desired
destination. CCTV systems convert the video signal to a format
that can be used by monitors, DVR’s or NVRs.

We’ll discuss the pros and cons of wired vs wireless cameras. The
main difference between a wired and wireless security camera system
is that the recorded footage in wireless systems is transmitted from
the camera to the recorder wirelessly, whereas wired systems work
entirely over cables. Both, however, require wired power.

IP cameras convert the video signal into IP packets to be
transmitted over the data network or internet to a network
storage device such as a server, NAS, or by storing on board the
camera.
IP carries a number of advantages over analogue including:
■

■

■

Allows consolidation of multiple systems across a network
Uses network cabling
IP can be powered directly via a switch rather than separate
power cable

Therefore, there are a number of considerations to evaluate including:
■

Strength of the wireless network

■

Data privacy concerns

■

Risk of interference from other devices

■

Ease of installation

Based on the site and complexity of the requirement, we’ll make a
recommendation.
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CHOOSING THE RIGHT TECHNOLOGY (continued)
FPS, BANDWIDTH & STORAGE

STANDARD OR HIGH DEFINITION?

Any system needs to work within its IT constraints. These therefore
need to be fully taken into account. For instance:

The main difference between high definition (HD) and standard definition
(SD) is the number of pixels contained in the displayed image. HD images
have more pixels per square inch compared to SD, meaning a HD system will
provide much clearer pictures with finer details. Typically, HD is referred to as
a 720p and above. Ultimately, HD will provide more clarity and detail – but
we’ll evaluate your requirements and assess:

■

■

What bandwidth do you have available for the CCTV systems?
What frame speed do you require? Does this vary between
normal recording and event recording?
How many days of storage do require?

■

■

The nature of what is being monitored

What type of storage do you require?

■

■

The ability of the network to support HD

■

What analytics are required

■

The project budget

Based on your technical constraints, we’ll make the most appropriate
recommendation based on both your technical and situational
parameters

Based on these factors, we’ll make the most appropriate recommendation.
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NO SURVEILLANCE RESOURCE OR CONTROL ROOM? LET US MONITOR FOR YOU…
A SERVICE YOU CAN RELY ON

For those who cannot justify the investment in an in
house control room, we offer our own surveillance
services. Our Cat II NSI Gold Standard BS5979, BS8484,
IS228 accredited continuous monitoring service,
operates from a secure location 24 hours a day, 7 days
a week, 365 days per year, protecting you, your assets
and property.
Fully resilient, the site operates in partnership with
a disaster recovery premises to ensure that our
customers can rely on continuity of service whatever
the unforeseen circumstance.
HOW WE DO IT

We use a permanent IP connection to remain in
constant connection with your premises. Upon
receipt of an alert or identification of an issue during
surveillance, our teams will follow strict operating
procedures in accordance with predetermined response
times that will have been agreed with you.
In many cases we liaise directly with a contact within
your organisation, speak with emergency services or
respond to site using our network of mobile security
response professionals.
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HOW SHOULD THE PROJECT BE MANAGED?
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HOW SHOULD THE PROJECT BE MANAGED?
WE SPLIT OUR PROJECTS INTO CLEAR STAGES.
This provides early identification of risks and timeline challenges and ensures we meet the stringent
operating conditions, safety controls and timelines required of your surveillance deployment

PART 1 - PREPARE

CONSTRUCTION
READY DESIGN

COORDINATED
DESIGN TEAM

PART 2 - EXECUTE
EXAMPLE
SUB-SYSTEMS
INSTALLATION

PART 3 OPTIMISE & SUPPORT

SYSTEMS
COMMISSIONING

INSTALLATION
VERIFICATION
TRAIN

DO

TEST

CERTIFY

PERIMETER
DETECTION
INSPECT

PRE-INSTALLATION
SURVEYS
COMPLETE
DO

TEST

DO

CCTV

TEST

CERTIFY

DETAILED
INSTALLATION PLAN

CERTIFY

DIAGNOSE

DESIGN TEAM
PRODUCE
‘AS INSTALLED
PACK’ (AIP)

RESPOND

RESOLVE
COMMISSIONING

DO

TEST

CERTIFY

TRAINING PLAN

ASSOCIATED
SYSTEMS
MEASURE

Quality Audits (HSQC Manager)
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OUR PROJECT APPROACH
PART 1 PREPARE

We’ll listen carefully to your requirements and
produce the optimum design, plan carefully for
installation and make provision for training.
We put risk and safety at the heart of what we do.

CONSTRUCTION READY DESIGN
■
■

■

■

Assessment of installation impact
Risk assessments and method
statements
Compliance with datacentre and
building standards

CO-ORDINATED DESIGN TEAM
■

■

■

Detailed drawings
■

DETAILED INSTALLATION PLAN

Signed by both parties

■

■

Fully documented scope

■

■

Highlighting roles and
responsibilities
Deployment and training timelines

■
■

Project team assembled to agree
integrations
Assess and communicate key
considerations

Site assessment audits
Assess delivery or installation
constraints

■

Complete visitor approval process

■

Make access requests

Involve client wherever possible

COMMISSIONING

■

■

Subject matter experts for
individual technologies

PRE-INSTALLATION SURVEYS

TRAINING PLAN

Led by experienced project lead

■

Clearly defined “Do, Test, Certify”
methodology

End user or Train the Trainer
formats

■

Detailed schedule provided

■

Acceptance testing completed

■

Attendance monitored

■

Formal handover

■

Pass / fail course completion
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OUR PROJECT APPROACH PART 2 EXECUTE

DO

TEST

CERTIFY

A G4S Installation Project Engineer
will lead the physical installation,
supported by other G4S engineers
and the G4S supply chain. In
all cases, G4S will follow the
appropriate Method Statements,
adopting the ‘Do-Test-Certify’
sequence:
DO – part of the installation work is undertaken,
e.g. pull cables, fix camera. The appropriate
Method Statement is used to identify the steps
needed and quality requirements
TEST – the work undertaken will be tested to
ensure that it meets the design documentation
and defined quality standards, identifying and
rectifying any shortfalls
CERTIFY – the work will be formally certified
as having passed the design and quality checks.
Each step of the installation is tested as the
installation progresses, allowing any faults to be
rectified as soon as possible – minimising any
rework, the consequence of rework on others
and avoiding latent errors. If a check fails, we
will halt the installation, and rectification work
is undertaken. Although very unlikely, this may
include starting the entire installation again. As
subsystems (i.e. part of a system) are installed,
they will be tested as a sub-system. When entire
systems are installed, the installation team will
undertake end to end tests. All testing will be
certified.

COMMISSIONING

VALIDATION

Once our project
management team has
validated that all equipment
has been shipped as
expected, our technicians
will arrive on site with the
correct skills and security
clearance to ensure your
installation takes place with
minimum disruption.

We run a series of
validation exercises to
ensure that the equipment
is left in full working order
and operating to maximum
effect. These include:

Throughout the installation process,
the Installation Team managed by the
Project Engineer, provides relevant
information to the Design Team
who verify that the installation is
progressing in accordance with the
design. This approach maintains
the ‘golden thread’ from Design
documentation, to commissioned
equipment, through to operational
systems.

Factory Acceptance Testing – this
helps us prevent equipment being
classed as dead on arrival
Integrated Site Acceptance Testing
– we’ll validate systems integrate
together successfully and operators
are able to use equipment to
maximum effect
Testing validation – we’ll perform
formal documented user testing
against the key operating criteria in
order to prove equipment is working
as intended

GUIDE TO VIDEO SURVEILLANCE | PAGE 27 OF 35

UNRIVALLED SUPPORT PROGRAMME
We support you to optimise your
investment through an unrivalled Support
programme driven by:

Best in class provision driven by

24 X 7 CUSTOMER
SUPPORT CENTRE

CONTRACTED
SLA’S

SOLUTION
DESIGN

CUSTOMER
CARE

RIGOROUS PREVENTATIVE
MAINTENANCE

COMPREHENSIVE
SPARES HOLDING

INNOVATIVE
TECHNOLOGY

SECTOR
EXPERIENCE

INCIDENT
MANAGEMENT
SOFTWARE

MISSION
CRITICAL
EXPERIENCE

PROJECT
MANAGEMENT

GLOBAL
REACH
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POST INSTALLATION
Post installation, you will have
access to our 24 * 7 * 365 support
operation, which provides first line
diagnostics and resolution triage and
uses the latest software to route
calls to our teams of remote service
technicians.
When appropriate, we run detailed
planned preventative maintenance
programmes to ensure that
equipment is maintained in optimum
working order and that your
investment is fully leveraged.

SUPPORT
PROCESS

Customer Site
CONTACT

24/7 x 365
Customer Support
Centre
DIAGNOSE

RESPONSE
WITHIN
CONTRACTED SLA

91%

Remote Diagnostic
Technician
RESOLVE

FIRST TIME FIX
RATES

92%

Field Engineers
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WHAT ARE G4S CREDENTIALS?
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The Global Social Media Provider
Solar powered external surveillance, using temporary CCTV towers during
major data centre construction project.
The Major Government Organisation
Provision of ANPR enabled cameras to manage speed, unauthorised vehicle
detection and congestion in a busy campus employing over 12,500 people.

▼

OUR PROJECT REFERENCES

Europe’s largest construction project
Provision of integrated CCTV systems, control room services and
embedded analytics to Europe’s largest construction project.

▼

Leading Global IT Provider
Analogue replacement with analytics for leading global manufacturer of
computer hardware, middleware and software.

Higher Education Establishment
Detailed preventative maintenance schedule with semi resident engineers to
support CCTV installed across three campuses across a variety of buildings.
Leading wealth management and financial services provider.
Full CCTV replacement programme and preventative maintenance across
multiple locations for leading wealth management provider.

▼

National Museum
CCTV replacement project with migration to analogue to IP and embedded
analytics. Project delivered with minimal disruption.
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CURRENTLY
“UNDER SURVEILLANCE”
Here are just some of the
industries that are using surveillance
equipment, supplied, installed and
maintained by G4S.

Stadium

Data Centre

Corporate
Office

Retail Store

Construction
Site

Warehouse

University

Prison

Energy/Utilities

Hotel

Government Building

Critical National
Infrastructure
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OUR APPROVALS
We pride ourselves in delivering high quality work to
exacting standards. Our work, processes and procedures
are rigorously externally audited follow best practices for
our industry.

I S O C E R T I F I C AT I O N S

S S I P C E R T I F I C AT I O N S

NSI GOLD (ISO9001)

SAFE contractor

NSI FIREGOLD (ISO9001)

Achilles

O U R A PPROVA L S I N C LU D E:

BAFE SP 203

Contractor Plus

NSI ISO 14001 (SSUK)

CHAS (SSUK)

NSI ISO 18001 (SSUK)

Contractor Plus
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WHY PARTNER WITH G4S?
✔ The opportunity to
integrate technology
procurement from multiple
manufacturers to a single
source - simplifying the
supply chain and placing clear
accountability for project
delivery
✔ Experience in selecting the
correct technology to suit
budget and performance
specification
✔ Clear evidence of successful
project delivery within
the data centre space in
demanding timeframes
✔ Project delivery teams who
are used to delivering within
demanding timeframes and
with the highest levels of
security clearance

✔ Unrivalled global presence
to support organisations
who would like to
replicate solution design,
implementation and
contract management across
territories
✔ A commitment to use
Suitably Qualified and
Experienced Person (SQEP)
staff to design, install and test
the systems.
✔ A strong safety culture
embedded in our ways
of working, coupled with
well-defined Safe Systems of
Work (SSOW).

More about us
With turnover of over £7bn and
employing over 500,000 people in
85 countries worldwide, we are the
world’s leading security provider. We
offer a broad range of security services
combining people, process design and
technology on a single, multi service
and integrated basis.
Across the UK and Ireland, we employ
20,000 people and turnover over
£460m. Our UK and Ireland technology
division, G4S Fire and Security Systems,
operates with a turnover of over £68m
and employs over 150 engineers, based
from strategic locations across the two
regions.
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Contact Us
UK: 08459 000 447
enquiries@uk.g4s.com
2nd Floor, Chancery House,
St. Nicholas Way,
Sutton,
Surrey,
England, SM1 1JB

Ireland: 1890 447 447
g4ssales@ie.g4s.com
G4S Ireland PSA license number 02285
G4S House, Unit G5, Calmount Ave, Ballymount,
Dublin, D12 T651, Ireland
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