PERIMETER
DETECTION
AN INTRODUCTION

This guide provides information on the specification, selection, usage and maintenance of the four main
categories of Perimeter Detection Systems (PDS):

Barrier-Mounted
PDS deployed on or in conjunction with a fence or other physical barrier (e.g. microphonic cable).

Ground-Based
PDS deployed below ground (e.g. pressure sensitive cable). These do not require a physical barrier.

Free-Standing
PDS deployed above ground that do not need to be installed on or in conjunction with a physical barrier
(e.g. bistatic microwave link).

Rapidly Deployable
PDS that are designed for temporary deployment; for example, to protect a mobile asset. Rapidly deployable PDS are often
battery powered and transmit their alarms wirelessly, and are available in each of the above application areas..
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Why Deploy a Perimeter Detection System?
Perimeter Intruder Detection Systems (PIDS) act as a visible deterrent to potential intruders and keep a constant watch on
a site’s perimeter to provide the opportunity for early detection of an attack.

Specifying Perimeter Detection Systems
The specification and selection of any PDS depends upon a number of factors relating to the operational requirement and
local circumstances, including:
•

Landscape and topographical features.

•

Response force arrangements.

•

Integration with other types of equipment or systems.

•

Personnel on site.

•

Climatic conditions.

•

Integration with existing systems.

•

Local regulations.

•

•

Local environment and current / planned
infrastructure.

Areas to be protected – Including length of the
perimeter to be covered.

•

The maximum number of acceptable false alarms.

•

The maximum level of acceptable downtime.

•

Whether or not there is a physical barrier and
what it consists of.

•

Duration of required deployment
(rapidly deployable PDS).
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Physical Requirement Considerations
It is important not to over-specify the system by including too many physical constraints which might unwittingly compromise
performance. However, the following factors can have a substantial impact on the suitability of a PDS solution and should be
considered where relevant:
• Ground surface/mounting position/burial medium – Will a free-standing system operate over gravel, concrete, tarmac,
grass, sand, bodies of water or a combination of different media along its length?
•

Will a ground-based system be buried in sand or clay-based soil? The performance of a PDS can vary considerably

•

Local topography – Are there any undulations in the ground surface? Undulations occurring over the distance of
a metre - up to several tens of metres - can shield the presence of an intruder from some detection technologies,
particularly in the case of microwave systems, or active or passive infrared.

•

Are there any surface objects (roads, fences, lighting columns etc.) to be negotiated? Conducting bodies – Microwave
and other active electromagnetic systems can be affected by metal or other conducting bodies close to their detection
zones both above and below ground. This includes metallic fences, vehicle access and also flowing water. The presence of
such bodies in proximity to the planned route of the PDS must be taken into consideration.

•

Zone lengths – Long zone lengths can make it difficult for operators to identify the cause of an alarm and/or locate
an intrusion. Some PDS provide positional information on intrusion location. PDS zones should be matched with the
field of view of one or two CCTV cameras where video verification of alarms is required. It is, however, important
to perform tests at all zone ends to ensure that camera footprints overlap sufficiently and detection capability is not
compromised.

•

Mounting of sensors, processors, junction boxes – These system elements should be mounted such that detection is
expected before any components of the system are reached by an intruder. For example, mounting the processor box
for a barrier-mounted PDS on the fence fabric is not recommended.

•

Future site expansion – Provision may need to be made for any forthcoming expansion plans at the site, such as
additional capacity within cable ducting and electrical enclosures. Consideration at an early stage is likely to save costs.
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Environmental Selection Criteria
As perimeter intrusion detection systems are typically used in outdoor scenarios, they are subject to changes in
environmental and other local conditions. It is important therefore to consider the environmental conditions within which
the PDS would be expected to operate.

Control and indication
The control and indication equipment to be used in conjunction
with the PDS must be determined before a system has been
procured. Failing this, the situation may arise where a system is
theoretically very good, but is so complicated and difficult to
operate that it does not get used properly. At the specification
stage it is important therefore to determine how the operators
will interact with, and respond to, the PDS as this will affect the
specification of the system. Considerations might include:
•

Staffing: How many properly trained staff are required, with
the right hierarchy of access permissions? There should be
sufficient staff to effectively monitor the PDS; and their other
duties should be reasonable to allow for flexibility should
additional staff time be required to respond to changing
monitoring requirements

•

Mode of Operation: Depending on the site, its environment
and level of activity, different operating modes may be required
for day time, night time, summer, winter or poor weather
conditions. These operating modes can take the form of preset states that can be readily switched between by an operator
with the appropriate permission level. Other considerations
should also include - Are alarms required following a single
activation; multiple activations within a set time period; or
activation in combination with another system? How quickly,
following alarm activation on a PDS, should the alarm be
displayed to the operator? Following an alarm, how quickly
should the PDS be able to signal another alarm (reset time)?
Is accurate positional information on the intruder required, or
just the alarm zone? Is an audit trail of actions taken by all users
required?

•

Alarm Handling: Considerations need to include - How will
the alarms be enunciated? What form will the display take?
Is verification of alarms required? How will the alarms be
managed and what will the operator be required to do? How
will multiple alarms be processed?

•

System resilience: It is recommended that a dedicated
uninterruptible power supply (UPS) is used to provide
resilience should the power to any system components fail.
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Technology Types
There are a number of Perimeter Detection technologies on the market, some of which can be used in combination. The
table below outlines the main options available, together with their main advantages and disadvantages.
Technology
1 Barrier Mounted PDS

Advantages
•

•
1.1 Fabric Mounted PDS

2.1 Radio frequency (RF)
radiating field systems

2.2 Microphonic cable
systems

2.3 Optical-Fibre cable
systems

2.4 Balanced Fluid-filled
tube systems
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Presence Of Barrier physical deterrent

Ability to protect an entire perimeter
with one continuous length of cable
and one processing unit

•

Variable performance depending on
fence type

•

Potentially expensive cpu

•

Set up needs to be done carefully to
maximise accuracy

•

Possible resilience issues

•

Provide detection and deterrence
(as electrified)

•

Requires additional maintenance

•

Potential false alarms if not maintained

•

Configurable

•

Affected by climate

•

Covertness

•

High cost

•

Good early warning system

•

Installation can be disruptive

•

Do not compromise site aesthetics

•

•

Less affected by weather

No physical barrier to create delay
and deterrence

•

Susceptible to false alarm in certain
conditions (e.g. water collection
following heavy rain

•

RF radiation emitted can be detected

•

Risk of false alarms from wildlife

•

Can be vulnerable to heavy traffic
nearby

•

CPU can be expensive

•

Covertness may be compromised by
requirement for access pits used to
pressurise tubes

•

Higher maintenance

1.2 Post-Mounted PDS

2 Ground Based PDS

Disadvantages

•

Systems have good discrimination
between animal target sizes

•

Reasonable performance at modest
price

•

Installation less disruptive than other
ground based PDS

•

Immune from RF interference

•

Installation can often require just one
CPU and power supply

•

Good detection and false alarm
performance
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Technology

Advantages
•

3 Freestanding PDS

3.1 Active infrared
systems

3.2 Passive infrared
(PIR) systems

3.3 Bistatic
microwave systems

3.4 Doppler microwave
systems
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Reduced installation cost due to no
need for physical barrier and lower
level of groundworks required

•

Do not hinder legitimate activity

•

Can be designed to be
discreet/covert

•

•

•

No dead zones near to the
transmitter/receiver units

Disadvantages

•

No physical barrier to create delay
and deterrence - alarm verification
needs to be quick

•

Particularly susceptible to the effects
of fog causing false alarms

•

Can only be installed over flat ground
as undulations can create dead zones.

•

Alignment of transmitters and
receivers over long ranges can be
difficult

•

Typically require hard-wired
synchronisation cable between each
pair of transmitters and receivers,
preferably in underground ducting

•

Not recommended for use as primary
detection solution for outdoor
environments - poor immunity to
changing temperatures results in very
poor detection or very high false
alarm rate

•

Careful positioning required to avoid
dead zones and false alarms

•

Dead zones exist near both receiver
and transmitter units - careful
positioning therefore required

•

Requires well-maintained detection
area

•

Care should be taken to avoid
proximity to metallic objects and
moving bodies of water

•

Possess many of the same
disadvantages as bistatic microwave
systems, such as a dead zone near to
the transceiver and susceptibility to
metallic objects and moving bodies of
water.

Variety of coverage patterns, from
short and wide detection zones to
long and narrow zones

Good immunity to the effects
of weather

•

Maximum range can be defined,
beyond which targets can move
undetected

•

Can be used to cover the dead zones
of other free-standing PIDS or where
activity beyond the required detection
zone might cause false alarms
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Technology

3.5 Dual-technology
systems

3.6 Laser scanner
systems

Advantages
•

Doppler microwave and PIR is a
common technology combination for
dual technology systems

•

Have the ability to define parameters
such as minimum target size or beam
break time using software

•

Designed to be able to automatically
detect unusual activity within an
imaged scene

•
3.7 Video-based
detection systems
•

4 Rapidly
deployable PDS
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Provide assistance to human
operators in identifying events of
interest that occur in areas covered by
their CCTV systems
Can be configured to give a good
(greater than 95%) detection rate.
However to maintain performance
levels throughout the year, systems
often require re-configuration to deal
with seasonal variations.

Disadvantages
•

Requires two technologies to detect
before signalling alarm. Therefore
more vulnerable to defeat than singletechnology systems

•

Can be susceptible to the effects of
rain and fog

•

Good detection rate (typically greater
than 95%) is required

•

Will only detect reliably when high
quality imagery is available.

•

Site must have cameras covering the
areas where detection is required

•

If event detection is required at night,
suitable lighting must be provided.

•

Environmental conditions can have an
adverse effect on detection rates

•

Only designed for use on a temporary
basis, ideally for periods of no longer
than two weeks

•

Longer periods will require the recommissioning of the system every
two weeks.

•

Portability enabling use at different
locations

•

•

No requirement for permanent
infrastructure for their use

Battery powered - limited life
between changes

•

•

Commissioning and set-up time is
significantly reduced

Wireless communication schemes
generally used are less secure method
of transmitting alarm information
compared to hard-wired connections

•

Can be susceptible to theft or
vandalism when deployed

•

Rapid set up may mean careful
alignment of sensors and camera
views is compromised
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The Importance Of Integration
Perimeter detection systems can work in isolation. However, the true potential of perimeter detection is only fully unleashed
when included as part of a fully integrated system.
Linking in the perimeter system with, say, CCTV, intruder detection or access control means that alarms can be immediately
validated and a response team sent before a situation escalates. The return on investment of integration is substantial and will
only strengthen the quality of your perimeter protection.

Need Help?
Deciding on the right perimeter detection system or systems for the particular application can be very complicated, as there
are a lot of variables to balance and many technological options to choose from.
If you need help to design the right Perimeter Detection System for you, G4S can provide the experience and expertise.
Our UK design team of more than 15 engineers has vast experience of designing all aspects of security and fire systems and
can help you to specify, design, install and maintain your system.
We also work with the leading providers of Perimeter Detection equipment, including Bi3 and Southwest Microwave.
Please contact us to find out more.
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If you would like to find out more
please contact us:
UK: 08459 000 447 (option 1)
enquiries@uk.g4s.com
2nd Floor, Chancery House,
St. Nicholas Way,
Sutton,
Surrey,
England, SM1 1JB

Ireland: 1890 447 447
g4ssales@ie.g4s.com
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