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1 Introduction
After some initial background information, this document will focus on the concrete action plans
taken by the G4S Belgium management to reduce the risks related to our staff and operations
as a result of a COVID-19 outbreak.

1.1
1.1.1

Description of the virus
Background of coronaviruses

Coronaviruses were identified in the mid-1960s and are known to infect humans and a variety
of animals (including birds and mammals). Since 2002, two coronaviruses infecting animals
have evolved and caused outbreaks in humans: SARS-CoV (2002), and MERS-CoV (2012).
In 2002–2003, SARS-CoV affected 8.096 people, causing severe pulmonary infections and 774
deaths (case fatality ratio: 10%). Bats were the likely origin of the virus, which spread further to
Himalayan palm civets, Chinese ferret badgers and raccoon dogs sold for food at the wet
markets of Guangdong, China.
MERS-CoV was identified in 2012 in Saudi Arabia and since then the majority of human cases
have been reported from the Arabian Peninsula. Human-to-human transmission, particularly in
healthcare settings, has been the main route of transmission. However, dromedary camels are
important animal reservoirs of the virus. The case fatality ratio of MERS-CoV infections is
estimated at 35%.
In December a new strain of the Corona virus was identified in Wuhan, capital of Hubei province
in China. This particular strain of the corona virus was later named COVID-19.

1.1.2

Novel Coronavirus (COVID-19)

In December 2019, a novel Coronavirus (COVID-19) was first isolated from three patients with
pneumonia, connected to the cluster of acute respiratory illness cases from Wuhan, China.
Genetic analysis revealed that it is closely related to SARS-CoV. The origin of the virus is not
clear yet.
Information on the epidemiological and clinical characteristics of the infection caused by
COVID-19is accumulating. The Chinese Center for Disease Control and Prevention estimates
the incubation period to be between three and seven days, with a range of up to 14 days.
However, these estimates are still uncertain and are expected to be updated as more
information becomes available.
In a first study of the clinical features of the infection (published 24 January 2020), most of the
41 hospitalised patients presented with fever, cough, and myalgia or fatigue. Diarrhea was
uncommon.
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Reported case fatality rates range between 2.5% and 6%. The WHO communicated an
estimated average fatality rate of 3.4% on March 3th. The fatality rate increases significantly
with age.
On the 14th of March several scientific insights were communicated. A university in Belgium
published that they had a breakthrough in discovering anti-bodies capable of killing the COVID19 strain of the Corona virus. A French study showed that Ibuprophene could have an adverse
effect and enhance symptoms related to COVID-19.

1.1.3

COVID-19 In Belgium

Until the spring holiday of 2020 there were, except from one repatriated Belgian from the Wuhan
area, no infections. The first infections were registered the 6th of march. On that day 6 cases
were confirmed. No extra measures were taken for the public.
In the 2 weeks to follow the number rose exponentially to over 400 cases.
On March 12th the national security council convened as neighbouring countries were taking
very drastic preventive measures and the first death was registered.
The following measures were decided on and remain active until April 3th:
 Restaurants and pubs
All restaurants and cafés close from midnight on Friday evening. Collection and deliveries are
still possible, for example in the fryer. Drive-ins are also still allowed. Hotels remain open,
except for their restaurants. All recreational, sports and cultural activities, public and private,
regardless of their size, are canceled. All this until April 3.
 School
All classes in schools are suspended from Monday and remain until the Easter holidays on April
3. So classes will continue as usual tomorrow. The schools will provide shelter for parents who
find it difficult to provide shelter for their children. The government urges children not to be
looked after by their grandparents.
 Stores
Only stores that provide essential services remain open continuously. These are pharmacists,
food shops and animal feed shops. All other stores remain open during the week, but close on
weekends.
 Public transport
The government calls on the elderly to stay at home and if they really can't go to the store during
the day. Public transport remains insured, but the authorities ask to limit use to necessary
moments and outside peak times.
Until the spring holiday of 2020 there were, except from one repatriated Belgian from the Wuhan
area,
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1.2

Statement on Group approach to the Coronavirus COVID19

The first priority of G4S companies worldwide will be protecting the health and safety of its staff,
while ensuring that the best possible service levels are available to its customers.
However, G4S is aware of the fact that its services could be requested by governmental bodies
to assist in security related operations.
All companies belonging to the Group have been alerted of the possibility that operations could
suffer disruptions due to the impact on personnel of an outbreak the Coronavirus COVID-19.
G4S companies have been requested to report immediately any suspect case of pandemic flu,
in accordance with established communication plans.
G4S companies have been instructed to prepare for the activation of their Business Continuity
plans regarding the Coronavirus COVID-19, and to ensure that a full and complete customers
and employee contact list would be available if needed.
In the meantime all companies belonging to the Group should take necessary precautions for
enhanced employee safety and business continuity:
● Monitoring and following locally applicable regulations and instructions issued by locally
appropriate governmental agencies and determine a method of distributing appropriate
health and safety advice to all employees in the organisation
● Deferring any non-essential travel to China and any other locations that are likely
experiencing local transmission of the virus until further information on the extent and
severity of the illness is available
● Promoting general good health practice i.e. maintenance of good personal hygiene,
frequent hand washing, avoidance of contact with sick people, covering coughs and
sneezes, staying at home when unwell
● Employees having been to an affected area should monitor their health and seek medical
attention if symptoms are developed
● Any employees being diagnosed with symptoms need to inform their employer at once who
will then follow the communication plan put into effect by Group
● Looking to establish appropriate coverage for key roles in case of illness related absences
● Facilitating home working arrangements
● Establishing an action plan should an employee be suspected of having been infected when
he/she is at work
Further instructions will be communicated as and when development of the current situation
requires. Any cases of the Coronavirus COVID-19within G4S are to be reported in accordance
with the Group Crisis Communication Policy.
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1.2.1

Group current status

As the outbreak continues to spread, our first concern is the health and safety of our
colleagues. Business leaders are therefore required to ensure that the following measures are
implemented without delay.

All business leaders must personally check that their business continuity plans are fit for
purpose, and address the key issues and possible scenarios that they believe the business
could face.
All business leaders must ensure the following measures are implemented for all employees:
 All employees must have access to soap and water, and must wash their hands when
arriving at work and periodically during their shift
 All employees must be briefed on good hygiene practices. Distributing posters will not
be sufficient
 All employees must be briefed on the procedure to follow if they believe that they
could have been infected
 Employees can only conduct temperature checks and screening on members of the
public if they have written instructions to do so. These instructions must be based on
a completed risk assessment and specify the equipment to be used.
 Supervisors who travel from site to site are instructed to keep a minimum one metre
(4ft) distance from people with whom they interact
 In employer provided accommodation, provision must be made to isolate residents
who are showing symptoms
 All international flights, that are not business critical, have been stopped. Should an
international flight be deemed business critical, approval and sign off by a member of
the GEC must be obtained before booking flights and any associated travel.
In relation to employees who are most at risk, defined as those front line employees whose
role requires them to handle cash or come in close proximity to individuals*, businesses
leaders are asked to consider and where reasonably practicable, provide face masks and
gloves, regardless of the contractual requirements.
* Examples would, amongst others, typically include:





cash centre operators,
employees in the healthcare sector and
security officers conducting temperature checks,
security officers conducting body searches and those roles that require close physical
contact with others

For G4S offices and branches the mitigating measures are to be increased as the situation

develops in the country. The business leader will make a decision to escalate controls as
follows:
Stage 0: Countries or states where there has been no confirmed cases



The sites’ business continuity plan must be prepared without delay.
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Stage 1: Countries or states where there is a mild to moderate, but increasing, level of virus

transmission within the country.









The number of visitors are restricted to only those meetings that cannot be conducted
virtually
All visitors are asked to confirm that they are feeling well when signing in, and
required to wash their hands or use hand sanitizer
The facilities’ cleaning regimes are reviewed
Social distancing is introduced. Non-essential face to face training and meetings are
cancelled or changed to virtual events. Employees must not eat meals together or in
close proximity to one another. Employees should use alternative physical greetings.
Employees who are at a greater risk of infection are supported to work from
home. Current advice is that this includes older adults and people with serious
chronic health issues, such as lung disease
Critical business functions are identified. Social distancing and split shifts need to be
introduced. For critical functions that can only be done by a single person, an
alternative person needs to be trained, or power of attorney arranged.

Stage 2: Countries or states where there is a substantial and rapidly increasing level of virus

transmission. Typically there are more than 100 confirmed new cases per day or the
authorities are introducing measures such as closing educational institutions. A business may
move to this stage with GEC level approval.






Work from home arrangements for all employees who can do so
Skeleton staff in the office where a presence is required
To avoid cross contamination between teams and avoid peaks periods in public
transport, shifts are staggered or seating arrangements are changed
The business continuity team is managing the business continuity plan
If someone in the office has tested positive for Covid-19, the office is closed until
it has been cleaned.

Reporting. It is imperative that all businesses notify healthandsafety@g4s.com of any confirmed
cases - those who have tested positive, as and when they arrive. We do not require employee
details, just numbers. In countries where testing is not being conducted on suspected mild
cases, the business needs to maintain records of suspected cases.
The situation is still evolving and further updates will be forthcoming. Business continuity
plans must therefore also be reviewed on a regular basis.
Finally, please share and discuss this information with your management team.
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1.2.2

Responsibilities

G4S has a responsibility to be prepared and to respond promptly to potential crisis situations
based on a prepared plan.
It is important to fully understand the potential impact of the Coronavirus COVID-19on our
business, staff, their families, and customers, and that this plan addresses these threats
wherever possible. It is appreciated in the case of a very serious outbreak the results may be
out of our hands, however the more we prepare and implement a solid contingency plan the
less likely the impact on our business.
In the event of an outbreak it is anticipated that the local government will declare an “emergency
response level”. Local authorities will have prepared their own contingency plans and G4S will
meet with the appropriate local government authorities (health, municipal, emergency services,
local hospitals), to determine the response and the general plan which applies to our country,
and what can be done in advance to ensure that we are properly prepared.
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1.3

Purpose of BCP Covid-19 Belgium

This document is intended to provide guidance to G4S Belgium in preparing for and managing
contingency plans to address an outbreak of the Coronavirus COVID-19.
This document will focus on actions on three main levels:
●
●
●

Contingency Planning G4S as a company
Actions towards customers as a consequence of the Coronavirus COVID-19
Actions towards personnel as a consequence of the Coronavirus COVID-19

Different actions on these main levels were defined and are being worked through in all
departments of our company.
1. Reduce impact of the Coronavirus COVID-19on critical processes to guarantee
business continuity
2. Reduce impact of the Coronavirus COVID-19to respond to specific customer needs
3. Protect health of our own personnel
4. Establish a clear H.R. policy around the Coronavirus COVID-19
5. Organize training and communication
6. Coordinate activities with external organizations and the public
A table has been established with all actions taken being listed, including owners and deadlines.
There has been made up a Company Contact List in case of crisis that will be used to coordinate
actions in an adequate and appropriate way.

1.4

Ownership

1.4.1 Sponsor
The role of BCP Sponsor is carried out by the Manager Director who is the final responsible
for the BCP and makes sure the necessary resources are available to guarantee the up-to-date
content of the BCP, management of the project and adequate testing and training.

1.4.2

Owner

The function of owner and Coördinator for this part of the BCP is the Chief responsible of the
Prevention department. He/She is responsible to make sure the document is up-to date and
the necessary testing and training is executed periodically.
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1.4.3

CMT

The Crisis Management Team is divided into 2 levels. A strategic or GOLD team that is
responsible for the strategic decision making during the crisis and the approval of the types of
communication sent in name of G4S Belgium. Under the GOLD team several tactical or SILVER
teams can be formed and lead by the director responsible for these managers. Here decisions
of the GOLD CMT are translated in tactical and operational guidelines for the employees.
The Managing director or his/her back-up takes the initiative to organize a CMT GOLD meeting.

Secretary MD

GOLD CMT
Verantwoordelijkheden:


Head of
Facility

Legal counsel




Dir. Sales

Dir. Aviation



Strategisch overzicht over
de crisissituatie
Het nemen van
strategische beslissingen
Aansturen CMT Silver
Het goedkeuren van
communicatie

Dir. Systems
& IT

Dir. HR

Dir. Safety
Solutions

Dir. Secure
Solutions

MD

Head of
prevention

Communications
expert

Outside counsel
(e.g. Mensura)
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Relevant info

1.5
1.5.1

Relevant documentation

On the prevention/COVID-19 folder a directory was created to gather and store all relevant
information in this matter. Below you can find general documentation on which the structure of
this document was based.
Titel document

Document owner

Location

Codex welzijn op het
werk

NA

NA

Noodprocedures

Security manager
Prevention
manager

Server location ?

NFPA 1600

Consultancy
manager

G4S Training & Consultancy
Poverstraat 75, bloc 44 Asse

ISO 22301

Consultancy
manager
Quality manager

G4S Training & Consultancy
Poverstraat 75, bloc 44 Asse

1.5.2

Relevant Regulation

Please find below the relevant regulation to take into account within this BCP.


20 MAART 2017. — Koninklijk besluit betreffende de minimumvereisten inzake
personeel en organisatorische, technische en infrastructurele middelen voor de
uitoefening van de bewakingsactiviteit beheer van alarmcentrales



Art. 11. De alarmcentrale beschikt over de nodige middelen, procedures en
materialen om de continuïteit van haar activiteiten te waarborgen. Daartoe beschikt
ze minstens: 1° over noodvoorzieningen inzake informatica, energiebevoorrading en
communicatie die de werking van de alarmcentrale waarborgt gedurende minstens 72
uur; 2° een noodplan van verwittiging van klanten, gebruikers, politie- en hulpdiensten
indien de alarmcentrale niet kan functioneren gedurende 24 uur of langer. Art. 12. De
alarmcentrales die noodoproepen behandelen die een particuliere eCall in de zin van
de ITS-kaderwet uitmaken, voldoen aan de bepalingen van dit besluit en de norm EN
16454. In geval de norm EN16454 strengere bepalingen bevat, als deze voorzien in
dit besluit, gelden deze strengere bepalingen.
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Respons of IBZ tot he question to have operators work from alternative sites:
Een afwijking op de regelgeving wordt niet toegestaan. Immers, de reglementaire
vereisten beogen strikte veiligheidsgaranties en de noodzakelijke waarborgen met
betrekking tot de operationaliteit van alarmcentrales. In uw voorstel zijn deze
garanties en waarborgen op het vlak van veiligheid, continuïteit, aansturing en
correcte dienstverlening onvoldoende voorhanden of kan hiertoe niet geconcludeerd
worden. Het dient benadrukt te worden dat een veilige en performante werking van
alarmcentrales net op crisismomenten essentieel is.
In dit kader wordt tevens verwezen naar de toepassing van artikel 11 van het KB van
20 maart 2017 waarbij alarmcentrales dienen te beschikken over de nodige
procedures om continuïteit te waarborgen en een noodplan bij niet-functioneren.
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1.5.3

Relevant URL’s

General information:


FPS Public Health(link is external) (fr)



World Health Organisation(link is external) (WHO)



European Centre for Disease Prevention and Control(link is external) (ECDC)

Information for travellers: Institute of Tropical Medicine(link is external)
Map of current situation:

https://gisanddata.maps.arcgis.com/apps/opsdashboard/index.html#/bda7594740fd402994
23467b48e9ecf6
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1.6

Storage and consultation BCP

The BCP should be available at all times to the people who need to manage a crisis. That is
why the BCP is made available in a paper format and a digital format.

1.6.1

Paper format

The paper version is available at:
 The head of the prevention service
 The MD
 The Director of Secure Solutions


1.6.2

Elektronic format

A digital version is made available ton Google drive via the following
https://drive.google.com/drive/u/0/folders/1fwoyHamO3O8GfG4eMLfu6X5F6EfaDK0b

link:

On this location we also store all meeting reports, and action plans.
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1.7

Review

The BCP is checked at least every year and adjusted where necessary. This document should
also be checked at any change that may require adjustment of procedures. It is the
responsibility of the Security Manager to ensure that all key figures, important procedures,
documents, and information about critical services and functions are kept up to date.
Updates to the BCP are subject to version control and must be approved by the BCP
Coordinator for minor changes and by the BCP Coordinator and sponsor for major changes.

1.8
1.8.1

Test, Train & Evaluate
Aanleren & trainen
G4S Secure Solutions Belgium considers it of the utmost importance that an exercise
is not organized to organize an exercise, but that valuable lessons can be identified
and learned from each exercise. To ensure that this goal is achieved, G4S uses a sixstage method developed by NATO:
 Observations
 Analysis
 Divide tasks
 Implementation of improvements
 Validation of improvements
 Distribution of lessons learned
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2 Business impact assessment
A client criticality assessment was organized based on the following criteria:
 SLA with the client
 Critical infrastructure
 G4S Revenue
The output was placed on the shared Google Drive
The impact is estimated of working with a reduced staff.
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3 Prevention
Periodic awareness campaigns Hand Hygiene are organised. Due to the facing threat, this
communication was done again in the beginning of February via:
 Poster Campaigns
 G4YOU
 Prevention mailings

4 Contingency Plan
Well thought out and timely preparation is the key-stone to any contingency plan. The more we
can anticipate and prepare, the more likely we will succeed.

4.1

Impacted stakeholders

There will be implications for our staff and customers as noted below.

4.1.1

Front Line staff

Our type of business is such that being flexible and changing plans day to day is common place.
The effect on our business will be as much dictated by the continuity plans of our customers,
as will be the short-term reduction in available labour.
Many of our multi-site customers may decide that certain functions are transferred to other
locations, or even in some instances the short term closure of some sites, as to continue with
a large staff shortage would not be practicable. In some circumstances it may be necessary to
suspend staff holidays and training.
A reduction in the availability of local transport would restrict staff mobility.

4.1.2

Back Office staff

There are back office staff who are critical to the on-going operations of our company. G4S has
listed all critical functions and processes to ensure that our operational business will be ongoing throughout this crisis period.
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4.1.3

Customers

G4S will take all necessary actions to respond to our customer needs, as stipulated or
communicated between both parties. For some customers it might be possible that exceptional
measures will be taken. The actions will be a mix of proactive communication towards our
customers, as well as a response to questions coming from the customer itself.
Plan content
As stated before the plan will focus on three main levels of action:
● Contingency Planning G4S as a company to guarantee Business Continuity
● Actions towards customers as a consequence of the Coronavirus COVID-19
● Actions towards personnel as a consequence of the Coronavirus COVID-19
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4.2

Other points to consider

In case of outbreak of the Coronavirus COVID-19some other points might be of attention.
This non exhaustive list might be helpful to G4S and to customers to prepare ourselves in the
best possible way.
⮚ There could be a second or third wave which could extend the pandemic from six
months to a year. Every time the virus comes back it will be more vigorous.
⮚ In worst case scenarios countries, states, or municipalities, may seal their borders for
people and goods/packages from infected areas.
⮚ People who have been in close contact with victims will be quarantined.
⮚ Doctors, nurses, and medical facilities will potentially be under major stress with an
inability to cope with large numbers of infected people (it is likely that during a
pandemic other medical services such as elective surgery, and even emergency
treatment, will be suspended).
⮚ Outbreaks could occur in customer locations particularly retail or wholesale markets.
⮚ Other businesses and services could be shut down and this will have the effect of
severe stress on many services that we take for granted. It is quite possible we could
see a deterioration of essential services such as electricity, water, transport, food
supply etc.
⮚ Communications and the flow of accurate and timely information is critical to ensure
that all staff (and their families), and customers, don’t panic or react to false rumours
or bad information.
⮚ Management will need to consider the day-to-day response to changing absence
levels and to monitor the following.
o Company gross absence levels
o Local clusters of absence
o Number of affected and absence rates.

Property of G4S
22

4.3

Contingency planning phases

A phased approach to contingency planning will ensure that our response is proportionate to
the situation. The Managing Director confirms the activation of each phase.

4.3.1

Phase 1 – Alert (Amber)

Activation
This will be the first indication of highly Coronavirus COVID-19outbreaks identified in Belgium.
Command and Control
During this phase plans are prepared. All backup communications and systems will be tested
and activated during this phase. Staff communications and bulletins will be activated and
checked to ensure that all staff receive current updates in a timely and correct manner.

4.3.2

Phase 2 – Serious Outbreak (Red)

Activation
Our Contingency Plan includes actions required by our management and staff to prepare for
an outbreak and implement the actions required once outbreaks are confirmed. For example
an outbreak in retail or wholesale markets or farms, or when there is confirmed human to human
transmission
Command and Control
G4S will continue with staff bulletins and liaise with customers and key aspects of the
contingency plan. Monitor the press and local authority alerts and pass relevant information
promptly for information and action. Follow up on implementation of the plan to ensure that all
actions are implemented.
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4.3.3

Phase 3 – Emergency (Black)

Activation
This phase will indicate a critical situation when there is sufficient human to human transmission
overseas in Belgium to signal the start of a major pandemic. This should be notified/confirmed
by the World Health Organisation (WHO). Potentially if the pandemic is not controlled it will
have a severe impact on you, our staff, operations, and customers.
Command and Control
It is essential during this phase that solid communications are established with the appropriate
authorities, reliable media sources, and within our organisation to manage the information,
implement our plan and any additional instructions issued to control the outbreak.
Our operations will need to be geared to continue with services for as long as possible within
the limitations set down to control the pandemic but without putting our staff or the general
public at risk.
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5 Actions taken
5.1

Phase 1 – no uncontained cases in Belgium

Initiatives taken by the head of the Prevention service at G4S Be in consultation with
colleagues on group level.
 Initiatives amongst others were 3 communications concerning hand hygiene and
preventive measures against corona viruses.
 In the mean time this BCP was updated in case of escalation
 A Crisis Management Team was selected
 Usual preventive measures in effect (e.g. gloves for people who perform frisk
searches, normal cleaning routines of offices,

5.2 Phase 2: Uncontained cases in Belgium
Management of the situation was escalated to the CMT GOLD level which convened the first
time on Escalated to CMT on the 2nd of March. The meeting report is saved on the shared
google Drive Folder. The following additional measures were taken based on the guidelines of
the World Health Organization (WHO) and government guidelines.
 Soap and gel for employees with no access to these resources
 Enough gloves for people doing frisk searches
 The instruction to come to work if you do not show symptoms
 Proactive communication toward clients (webpage + mail) and
 employees (G4your + letter for people receiving their pay slip on paper)
 Stimulating conference calls instead of meetings

After a quick escalation in the number of cases, the CMT was convened a second time. The
following additional measures were taken:
 Shutdown of non essential trainings, quickly followed by total temporary closure of the
training school.
 Suggesting to work from home if you can
 Disallowing visitors at the office buildings
 Appointment of a COVID-communication responsible
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